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Using Satellites to Create a Quantum Internet

What is quantum (and why is it useful)?
What is the quantum internet?
Why do we want to do it using satellites?

HOW Wl” thiS impaCt me (The tax-payer who funds all this research)?
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What is quantum (and why is it useful)?

If you aren't confused by quantum
mechanics, you haven't really
understood it.
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Gop PoEsN’T PLAY DICE.
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QUANTUM MECHANICS

If you think you understand

Al understanding of Quantum guantum mechanics, you don't
understand quantum mechanics.
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What is quantum (and why is it useful)?

THE NOBEL PRIZE IN PHYSICS 1921

Albert Einstein
(14 March 1879-18 April 1955)
Prize share: 1/1

"for his services to Theoretical Physics,
and espectially for his discovery of the law of the
photoelectric effect”.
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Gen | quantum technologies

Things we use today!
Based on discrete energy levels
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Medical imaging/sensing

Laser/LEDs Atomic clocks Electronics (MRI)



Gen Il quantum technologies?

Things we don’t think about everyday
(why it is thought of counterintuitive)

Einstein's
Spooky Action
at a Distance
ol

Qubits Entanglement Superposition
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How do we share “quantum information”?
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Using superposmon’?

In terms of Qubits? o e o e
DET 1 Measurement 1

Light can be polarised
beamsplitter
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Can apply an encoding
“bit value”
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Using superposition?

In terms of QUDbItS? o= == = o e

Light can be polarised Polarisation

beamsplitter
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0 Re-orientator

Can apply an encoding
“bit value”
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Using superposition?

In terms of Qubits?

beamsplitter

Encoding set 1
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Believed that universal quantum computers, with a sufficient number
of qubits and low error, could run quantum algorithms that can break
encryption faster than conventional computers.

(Shor’s algorithm and Grover’s algorithm)
Faster factorisation Faster searching of databases
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Quantum key distribution (QKD)

States sent

Basis set reconciliation

Sacrifice a small amount of shared key
to check for errors

Conventional
communications

Algorithms to reduce
errors in shared key (efficiency is not 100%)

Reduce possible information
held by eavesdropper
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Using superposition?

In terms of Qubits?

. SLED Coliimator NBP Filter

>N : Superposition (for me)
B Is typically performed by encoding systems.
Requires additional hardware.

= 3 Collimator

Quantum

Key T R T R ;
Distribution a part of GCHQ

(QKD)

Trusted node
Key management etc.
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State of the art superposition QKD

» Measurement-device QKD

Removes detector side-channels
Interferes two sources

Typically time/phase

— Demonstrated up to 1,000 km in fibre.
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Quantum

repeater station
300km optical fibre 300km optical fibre
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* QKD networking
— Chinese network
— Optical ground stations
— Metro networks
— 2,400 km backbone
— Plans for MEO and GEO satellites
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Using entanglement?

In terms of Qubits?

There is some inherent linked properties at creation

nonlinear
crystal creates
entangled
photons

Quantum entanglement is the key link between Gen Il quantum technologies
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Device independent QKD

Using entanglement?

In terms of Qubits?

Noden-1 Node

Elementary link

‘QM O/ Fibre channels \O QW'

EPPS EPPS

This entanglement swapping process allows quantum technologies
to be linked and create a network
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Our internet today?

Emergence of satellite networks growing
to overcome:

e Connectivity to nomadic platforms

* Reduce latency

* Harder to disrupt infrastructure

Optical fibre networks are critical
to global connectivity today
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What makes the quantum internet different?
Spectrum
Precision to point and track
Sensitivity

Hardware
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Changes to the space sector over time?

Space Shuttle
(1981)

§85,216/kg SPaceShuttle

(1995) Falcon 1
AtlasV 551
$26,884/k (2006)
d $9,930/kg (2016)
$5,685/kg
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1980 1990 2000 2010 2020 2030

Falcon 9
(2017)
$1,891/kg

Falcon Heavy
(2020)
$951/kg
NASA goal
for 2040:
“tens of dollars
per kg”

Space elevator:
“a few dollars
perkg”

P
oz |

2040 2050 2060 2070 2080 2090 2100

FutureTimeline.net

Access to space has become cheaper!

SATELLITE
IS A SATELLITE?
SATELLITE

B MINI &
. ‘ SATELLITE £
N~

SATELLITE

SATELLITE =

including

Raspberry Pi
Camera Module v2

On Board Computer (OBC)
Teensy 4.1 (Low Level)
Raspberry Pi Zero (High Level)
RFM23 (FSK)

Battery Board:
Samsung INR18650-35E
x4 (40Whr)

433 MHz Antennas x2

Canadi

Comms Payload
Lithium 3 (FSK)
RFM98 (LoRa)

Power
Distribution Unit
(PDU)

Solar Panels

GPS
Antenna

Space qualification

Consumer electronics

in space

in space
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Challenges?

Natural and artificial noise
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Nae cloning/copying
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So how do we create the quantum internet?

Satellites

Supportlng local networks

il T
METROPOLITAN  * Data
Centre

ME‘I‘ROPOI.ITAN

RING p, ACCESS
NETWORKS

AR é 9
Factory/Business é

Mobile Services
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Date _ | Sifted key | QBER | Final key

UNIVERSITY 06/18/2017 | 1361kb | 1.4% | 266 kb
06/19/2017 | 711 kb —

06/23/2017 | 700 kb
06/26/2017 | 1220 kb

Micius — )iinglong, China

| sifted key | QBER | Final key
79kb | 1.2% | 61kb

11% | 141kb

1.1% | 198 kb

361 kb ; 06/15/2017
06/24/2017

7600km

— s 1 -
Jinan-1 — launched 2022

Micius — launched 2016



EAGLE-1:

Europe's first satellite
Quantum Key Distribution
system

To launch 2026

National QCT
example

Oy D
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EAGLE-1
Dedicated low earth

2 N
orbit satellite %% EUROPE
o,
e

Position 1
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ESA-VOLT - 2027

>19M Euros value being
led by Scottish team

Honeywell QKDSAT — mid-2026

oneywel

x >100M Euros value being
led by Scottish team
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Rest of the world?

Ambitions from USA
and other countries

Canadian QEYSSAT - 2026

HERIOT B .
BWAT'T nternational Scientific Team

%};}Eﬁg
’ UNIVERSITY
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Current mission engagement:
Quantum Communications Hub

@7 QUANTUM

— COMMUNICATIONS

...\\“ HUB
To accelerate the translation of terrestrial quantum key : _ N\
distribution technology to satellite platforms. : b mo®
* Funded CubeSat in-orbit demonstrator (IOD) in LEO. ‘
* Quantum payloads developed within the work package. N I GG
* Optical ground station with a quantum receiver.payload -

Launch 20

University of Universityof
RISTOL i Strathclyde
Glasgow

Optical
Ground
Station

. gt

Example of the Sun synchronous orbit @ 550km )
Priority — one pass over the UK between 1-2 am — but global collaboration possible mage credit: ISIS & SPECTRE



HERIOT
SWAT'T Hub Optical Ground Station (HOGS)

"
Y/ UNIVERSITY

Sy

£
)

A flexible optical ground station to support a broad range of research communities.

Infrastructure: ?;l
« Main equipment — telescope and dome. =
« Upgrades:

— Piggyback telescope,

— Adaptive optics,

— Beacon laser(s) / tracking sensors,
* (400-1,700 nm).

» Portacabin space.
*  Monitoring — turbulence monitor.

Planewave - RC700

Multifunctional telescope

Uses in astronomy, laser

communications, and space Funders
Situational awareness

f Engineering



https://planewave.com/product/rc700-f-12-ritchey-chretien-observatory-system/

EM G.77

I I I l : RI O I (Fibre simulator)
|_on
i M I I <1km Brewster Annex
o (Quantum Photonics)
N

UNIVERSITY

<1km

DB G.10 Single mode fibre
Multimode fibre

Dark fibre network e
Deployed (ducted) fibre network

SMF-28 OM5 /-core

SMF-28
Hybrid network:

e Deployed ~1 km links in underground ducting
e ) | ‘ | * QuTech lab connectivity
* Access to fibre simulator

! ) * Speciality fibre — 7-core multicore.

24 cores 24 cores 1 cores
All links All links 2 links

Fibre simulator:
* SMF-28:

 Upto 200 km link.

e Shorter links — 10, 20, 30, 50 km.
e OMS5 — 5km.
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Beyond the first mission

Quantum memories

Scottish Space
Cluster

" BT Adastral Park Alternative Alternative

Cluster

(>150 companies) sensors Wavelengths
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Next gen research?

Overcoming obscuration

Exploration of further network architecture




o ' ‘Ultimate goal’ "' T
onnection of quantum devﬂlces globally
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Towards commercialisation

vl Return on Investment is £3.40 per £1 spend on R&

Polarisation QKD decoder  Time-multiplexing

Patented receiver technology

Key partners
TOSHIBA
LU MINO

TECHNOLOGIES 7\ INTEGRATED QUANTUM
.\NETWORKS HUB
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Feedback - -

Quantum
repeater station
300km optical i




Y/ UNIVERSITY

Heriot-Watt University Team
(OGS team — Oct 2025)

Email:

SINGLE-PHOTON GROUP

Academic

Ross Donaldson
(Free-space quantum communications and
applications of advanced photonic tech)

Brandon Reade Cameron Simmons Andrew Green

Robust quantum communications (Free-space optical and (Free-space optics and detection)
guantum communications)

Research staff and students


mailto:R.Donaldson@hw.ac.uk
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